(A2) Broken Authentication and Some TryHackMe!
WebGoat - Authentication Bypasses
(Q) for Inspect, then find the security questions in HTML and edit them.
I added values, or answers to the questions so I could bypass the 2FA questions.
Before:
[image: Text

Description automatically generated]
After:
Tried this and it didn’t work:
[image: Text

Description automatically generated]
So, I tried this instead, with the help of https://pvxs.medium.com/webgoat-authentication-bypass-2-4eeb8e8b502b :
I probably could’ve left the values as secQuestion0 and secQuestion1 and fulfilled the field requirements by leaving the answers (the value field) as one word instead of words and characters like my previous answers.
[image: Graphical user interface, text

Description automatically generated]
I successfully bypassed the 2FA security question practice!
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Description automatically generated with medium confidence]
TryHackMe
Intro to Offensive Security
I am rusty at hacking, so I am taking the introduction course to brush up on my skills.
I launched the machine and then the terminal and entered this command:
[image: Text

Description automatically generated]
The command gave me information on where I can find an admin login for Fake Bank (the highlighted selection)
Through that I entered the URL fakebank.com/bank-transfer and got this:

[image: Graphical user interface, application

Description automatically generated]
From here I transferred money from one account to my own.
[image: Graphical user interface, text, application

Description automatically generated]
[image: Graphical user interface, text, application, email

Description automatically generated]
I successfully received the money.
[image: Graphical user interface, text, application, chat or text message

Description automatically generated]
Answer to question (BANK-HACKED):
[image: Graphical user interface, text, application

Description automatically generated]
I finished the first hacking room!
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Web Fundamentals
(I’m going to start it so I can work on it in other assignments)
Walking an Application
Go to this website: https://10-10-70-236.p.thmlabs.com
Inspect the page (Q):
Find flag from HTML comment:
[image: ]
Went to: https://10-10-70-236.p.thmlabs.com/new-home-beta
The flag that appeared:
[image: Text

Description automatically generated]
Find flag from secret link:
[image: ]
https://10-10-70-236.p.thmlabs.com/secret-page 
[image: Logo

Description automatically generated with medium confidence]
Directory listing flag:
What is /assets?
[image: Text

Description automatically generated]
I found it, it’s the directory.
https://10-10-70-236.p.thmlabs.com/assets/ 
[image: Text

Description automatically generated with low confidence]
What about that flag.txt file? There we go.
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Framework flag:
This one was more difficult, I had to dig a little, but I found it.
I navigated to this website
[image: ]
https://static-labs.tryhackme.cloud/sites/thm-web-framework  
Then clicked on the Change Log Tab:
[image: Graphical user interface, text, application
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And then navigated to this website: 
https://10-10-70-236.p.thmlabs.com/tmp.zip 
Which downloaded a .zip that I unzipped and read in Mousepad
Which gave me this tag:
[image: ]
Finished: [image: Diagram
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Notes:
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Walking an Application
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Success, transfer completed

You have successfully completed the transfer, here are
the details for reference:

Transfer reference:

123

Amount:

2000 USD

Date of transfer:

2022-07-30
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» Stuck? See video

This page allows an attacker to steal money from any bank account, which is a critical
risk for the bank. As an ethical hacker, you would (with permission) find vulnerabilities
in their application and report them to the bank to fix before a hacker exploits them.

TransFer $2000 from the bank account 2276, to your account (account number 8881).

Answer the questions below

When you've transferred money to your account, go back to your bank account page.
What s the answer shown on your bank balance page?
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THM{HTML_COMMENTS_ARE_DANGEROUS}
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THM{NOT A SECRET ANYMORE}
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THIINVALID DIRECTORY PERMISSIONS}
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Page Generated in 0.04247 Seconds using the THH Framework v1.2 ( https://static-labs.tryhackne.cloud
/sites/thn-web-franework )
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Version 1.3

We've had an issue where our backup process was creating a file in the web directory called Jtmpazip which potentially
could of been read by website viitors. This il is now stored n an area thatis unreadable by the public.

Version 1.2
We've added a backup facility in the administration portal.

Version 1.1
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Answer the questions below

What is the Flag from the HTML comment?

THM{HTML_COMMENTS_ARE_DANGEROUS}

What is the flag from the secret link?

THM{NOT_A_SECRET_ANYMORE} Correct Answer

What is the directory listing Flag?

THM{INVALID_DIRECTORY_PERMISSIONS} Correct Answer

What is the framework flag?

THM{KEEP_YOUR_SOFTWARE_UPDATED}
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In short, offensive security is the process of breaking into
computer systems, exploiting software bugs, and finding
loopholes in applications to gain unauthorized access to them.

To beat a hacker, you need to behave like a hacker, finding
wulnerabilities and recommending patches before a
cybercriminal does, as you did in this room!

On the flip side, there is also defensive security, which is the
process of protecting an organization's network and computer
systems by analyzing and securing any potential digital threats;
learn more i the digital forensics room.

In a defensive cyber role, you could be investigating infected
computers or devices to understand how it was hacked, tracking down
cybercriminals, or monitoring infrastructure for malicious activity.
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As a penetration tester, your role when reviewing a website or web application is to
discover features that could potentially be vulnerable and attempt to exploit them to
assess whether or not they are. These features are usually parts of the website that
require some interactivity with the user.

Finding interactive portions of the website can be as easy as spotting a login form to
manually reviewing the website's JavaScript. An excellent place to start is just with
your browser exploring the website and noting down the individual pages/areas
[features with a summary for each one.
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<p>What is the name of your favorite teacher?</p>
<input name="secQuestiond" value="" type="TEXT">
<o

<p>What 1s the name of the street you grew up on?</p>
<input name="secQuestionl® value=' TEXT">
<br>
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<p>What is the name of your favorite teacher?</p>

<input name="secQuestiond" value="NetSec Prof* type="TEXT">
s

<pHhat is the name of the street you grew up on?</p>
<input name="secQuestionl® value="Happy St." type="TEXT">
<br>
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<p>What_is the name of your favorite teacher?</p>
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v
Please provide a new password for your account

Password:

|
Confirm Password:

| Submit |
Congrats, you have successfully verified the account without actually verifying it. You can now change your password!
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ubuntu@tryhackn:

:~/Desktop$ gobuster -u http://fakebank.com

wordlist.txt dir

Gobuster v2.0.1 03 Reeves (@TheColonial)
[+] Mode : dir

[+] Url/Domain  : http://fakebank.con/

[+] Threads : 10

[+] Wordlist : wordlist. txt

[+] Status codes :
[+] Timeout

200,204,301,302,307,403
105

2022/07/30 02:10:35 Starting gobuster

/images (Status: 301)
/bank-transfer (Status: 260)

2022/07/30 ©2:10:44 Finished

ubuntu@tryhackme:~/Desktops ll




