Shodan Compilation
net:54.219.109.202,54.219.10.187,13.56.150.53,54.151.2.50,54.200.38.128,13.56.229.144,52.53.235.246,18.221.204.117,13.57.178.200,13.52.96.169,54.183.226.12,13.57.206.78,54.176.155.123,52.53.231.231,3.143.67.32,54.215.216.238,52.38.26.183
nmap 54.219.109.202,54.219.10.187,13.56.150.53,54.151.2.50,54.200.38.128,13.56.229.144,52.53.235.246,18.221.204.117,13.57.178.200,13.52.96.169,54.183.226.12,13.57.206.78,54.176.155.123,52.53.231.231,3.143.67.32,54.215.216.238,52.38.26.183
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18.221.204.117
Link: https://www.shodan.io/host/18.221.204.117
Hostnames: ec2-18-221-204-117.us-east-2.compute.amazonaws.com
Open ports: 22 (SSH)

54.219.109.202
No information or open ports

54.219.10.187
Link: https://www.shodan.io/host/54.219.10.187
Hostnames: ec2-54-219-10-187.us-west-1.compute.amazonaws.com
Open Ports: 22 (SSH), 8889 (TCP/UDP)

13.56.150.53
Link: https://www.shodan.io/host/13.56.150.53#22
Hostnames: ec2-13-56-150-53.us-west-1.compute.amazonaws.com
Open ports: 22 (TCP)

54.151.2.50
Link: https://www.shodan.io/host/54.151.2.50
Hostnames: ec2-54-151-2-50.us-west-1.compute.amazonaws.com
Open ports: 22 (SSH)

54.183.226.12
Link: https://www.shodan.io/host/54.183.226.12
Hostnames: ec2-54-183-226-12.us-west-1.compute.amazonaws.com, ctf.uatsoc.us
Open ports: 22, 80 (HTTP), 443 (HTTPS)
Note: It’s an AZ Skills USA website
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52.38.26.183
Link: https://www.shodan.io/host/52.38.26.183
Hostnames: ec2-52-38-26-183.us-west-2.compute.amazonaws.com
Open ports: 22, 80, 443

52.53.235.246
Link: https://www.shodan.io/host/52.53.235.246
Hostnames: ec2-52-53-235-246.us-west-1.compute.amazonaws.com
Open ports: 22, 8291, 19000

13.57.178.200
Link: https://www.shodan.io/host/13.57.178.200
Hostnames: ec2-13-57-178-200.us-west-1.compute.amazonaws.com
Open ports: 22

54.200.38.128
Link: https://www.shodan.io/host/54.200.38.128
Hostnames: ec2-54-200-38-128.us-west-2.compute.amazonaws.com
Open ports: 22


3.57.206.78
Link: https://www.shodan.io/host/13.57.206.78
Hostnames: ec2-13-57-206-78.us-west-1.compute.amazonaws.com
Open ports: 22

52.53.231.231
Link: https://www.shodan.io/host/52.53.231.231
Hostnames: ec2-52-53-231-231.us-west-1.compute.amazonaws.com
Open ports: 3389 (Remote Desktop)

No results available on Shodan
13.56.229.144, 13.52.96.169, 54.176.155.123, 3.143.67.32, and 54.215.216.238
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55H-2.0-0penSSH_5. 291 Ubutu-2ubuntue.
Key type: ssh-rsa

Key: AAAAE3NZACLy C2EARAADAQABARABEQDZGA Y DXOUSHDF SHAZG3pU/ T73 rEMTUTUN@SGKNVKELSKD
73UNSLALIIDTTGAF $t128 /VEQWSINOHTAE EQOY JAmNaQ2n/ HCCLIAS FAIEIRSEKS 1p+€0G]
QPXGINTaPdSVroAsyIKIbS+ECCPFktzCINSEGASHXKF TPt S32q 1 TOXKRVTUNTZAZ HKIR.
xo7...

HTTP/1.1 280 0K
Date: Thu, @9 Jun 2022 e7:21:41 GT
X-Ponered-sy: serviet/2.s

Server: sepH

Content-Length: o

HTTP/1.1 280 0K
Date: Thu, @9 Jun 2022 @6:52:144 GT
X-Ponered-By: PHP/5.6.20-0sdebsul
Server: CompagHTPServer/4.1
Content-Length:

HTTP/1.1 302 Found
Content-Type: text/htal; charset=utf-s
Location: https://52.35.26.183/

Date: Wed, @8 Jun 2022 €3:50:25 GT
Content-Length: 44

55H-2.0-0penSSH_5. 291 Uburtu-2ubuntue.
Key type: sshorsa

Key: AAAAB3INZaCLy C2EARAADAQABARABEOC I CE70]Ga0MADND MM YQT +UR 52+ 3IZUVY Ly PRI
COLVBIEILKNSE+030/ 2y1Yp+B+ WD JQUKUPTOLEGS / 1HEKLPUIPTOYGLEMTSPpSL7FF sgovegKF
AFDrKXUDTHYS4+LCCO39Vy UbH7SmeCYUVLTY925+80Q0pS At qrivecJapE 11200GgsLAdQaA3Lax.
ale...

HTTP/1.6 400 5ad Request

Client sent an HITP request to an HITTPS server.

202206.09T11:28:51.166114.

20220009707:21:4203132

202200.09706:52:44.592090

202200.08703:50:25.003594

20220007T23:50:02 994915

202200.07T20:58:20.495248
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ssh-

-Openssi_5.2p1 Ubuntu-aubuntus. s
Key type: sshorsa

Key: AARABINZACLyC2EARAADAQABARABEQCETRHIATXEQ/ LEVIEWe 2 IZT5 10025 ThiECoXEA1G0AYS
1aMTSIehBaNLKE 2BLNIQCCF YL ELKeXmB MF vy 1vnQbqIQHa JnFPEZUGANVHQEATZI ZHICK/
6rhG+/ tpOV70BKbZQFGEN1AKYTF IEXXVU NP MAANZVaUESLY7 JENSVOQHUTRFUNVIXS YL
...

ssh-

-enigna-bbs-0.0.12-beta-srv
Key type: ssh-rsa

Key: AAAMB3NZaCLy C2EARAADAQABARABAQC  CYRIZTGV732HKF 33806/ KEtUaNIT2155CIGCEpAL
12CATIdJehZIJACDIUHSF T 11hbHXVsefequp+KS221 JCOTy QELNGZEVWTORVZDIHE HELIZPTQY
SBKEOY700LtN7aXMFSI L YUDZ/mIOXEPS KT PYVP/ LXGNTS 19G2KAVFOL KRS 32Ny URYEL AN
JoRQM. ..

55H-2.0-0penSSH_5. 291 Ubutu-2ubuntue.
Key type: sshorsa

Key: AAAMB3NZaCLyC2EARAADAQABARABEOCEXLL SpPKFKNOCNVNEOdSEBYSEqt/ 2VXOIBBIXeVIIVR
XhzVFVbC200M32gHD LT3y ETKUSDEGF M2 FHATXFCHHEY FTIFhHSDSCACE2s a8 CEskpFadzGaH]
(GVPHU/MpANL3030PE 1 IXbEDG4 T2 SNERGORKI/XE9B 124G 188 K2 HCFGaGTIVHADX +HPGC
...

ssh-

-Openssi_5.2p1 Ubuntu-aubuntus. s
Key type: sshorsa

Key: AAAMB3NZaCLy C2EARAADAQABARABEOC 20D VXY ODBSUCT3CYCP7+109SEFHPEVIbICKNYaF
+20UXTGFYSZB91n97dva+KJ TLHEKSLE]7F3+10006734 24V 2VMEEDNr KO ZDIpHAMVSZKUN
(OPRO/NeNV3 5 /CtCz31/ofveaTes T2 3pHOTKaXSCLGN/ VCGNRRSI 3824V1Z JQFVHRKCSYX.
...

202206-11T19:49:32.755853

202200-10718:20:08.517701

202200-10T18:01:28 595500

202200097 11:48:41.854375.
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55H-2.0-0penSSH_5. 291 Uburtu-2ubuntue.
Key type: sshorsa
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554-2.0-0penSSH_3. 291 Ubuntu-2ubuntue.

Key type: ssh-rsa
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) sSLCertificate. Remote Desktop Protocol NTLM Info:

Isued By: Windows 10/Mindows Server 2019

|- Commen Name: 05 Build: 10.0.17763

EcoauAz. Target name: hason

QONGBOF mason.com Nets105 Domain Name: HASON

- NetBI0S Computer Name: EC2ANAZ-QENQEOF

osed [ ———

I+ Common Name:

o DuS Tree Nane: mason.con

e FQN: EC2ANAZ-QENQEOF mason. con
‘Supported ssL
Versions:
TLsv, TLsvia,

TLsvi2
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